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ABOUT ENISA

Trusted

Capacity
Solutions

Building

Empowering
Communities

New office in Brussels

\\\ Knowledge o B0
Cybersecurity Operational .
Policy Cooperation Headquarters in Athens
About 150 staff - steadily growing Small office in Heraklion 4

4 units doing cybersecurity work

- Operational collaboration (Cyclone, CSIRT network)

- Cyber exercises, challenges, trainings (Cyber Europe)

- Certification and standardization (EU schemes)

- Policy unit (including EECC, elDAS, NISD, 5G, elD wallets, critical sectors)
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SMES LANDSCAPE

%

Of businesses in
the EU are SMEs

%

Of SMEs in the EU
are micro.

31

Micro
SME

%

Staff headcount
=10

o

Turnover or Balance
<C2m sheet total

<€E2mM

Small
SME

Staff headcount
< 50

Turnover Balance
=€10m sheet total

=€ 10m

Medium-sized
SME

2%

Staff headcount
= 250

Ao
-

Turnover or Balance
=€50m sheet total

=€£43m
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CYBERSECURITY CONCERNS

&
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85% SN

rely on social enginesring

Cybersecurity a key
concern for businesses

41% 40% 39% 19% 12% 1% 7%

Phizing Web based GRMEra P.-1allc|{=-u5 Denial of Social Compromisec!
attack mialware i ] englnesring stolen devlce
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TECHNOLOGY USAGE

Figure 8: Use of Cloud
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Figure 9: Use of Remote Access
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CHALLENGES

= Low cybersecurity awareness of the personnel,

* [nadequate protection of critical and sensitive
iInformation,

= Lack of budget,

= Lack of ICT cybersecurity specialists,

» Lack of suitable cybersecurity guidelines specific to
SMEs,

= Shadow IT, i.e. shift of ICT environment out of SME’s
control,

= Low management support.

= Compliance with CS legislation
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NIS DIRECTIVE IN ANUTSHELL — 3 PILLARS

National capabilities
National capabilities National CSIRT
National authorities
National cybersecurity strategy
National cyber crisis management framework

EU Collaboration
NIS Cooperation group — strategic collaboration
EU CSIRTs network - technical collaboration
EU Cyclone — cyber crisis management coordination
Coordinated supply chain risk assessments

Supervision of critical sectors
Security measures - risk-based
Incident reporting - large incidents
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NIS2 DIRECTIVE — SECTORS

New but old

IMPORTANT ENTITIES

Annex | “Other Critical Sectors”

~
Ul

Annex | “High Criticality” Sector

4

50<employees<250 and
€M10<turnover<€M50

ESSENTIAL ENTITIES

Annex | “High Criticality Sectors”

+

>250 employees and turnover >€M50

or

>€M43 total assets

Essential entities under NIS2

Digital infrastructures

Telecom networks (mobile, fixed, satellite communications)

Core internet infrastructure — IXPs, CDNs, TLDs, DNS,

Trust services (webcertificates, e-signatures)

Cloud and datacenters

Energy

Electricity

District heating and cooling

oil

Gas

Hydrogen

Transport

Air — aviation

Rail

Water - Maritime transport, port management, vessel traffic services

Road — road authorities and intelligent transport systems

Finance

Financial market infra, banking, trading, central counterparties

Health

Health care providers, EU reference laboratories, medicinal research,
manufacturing of pharmaceuticals, critical medical devices

Drinking water

Suppliers and distributors

Cloud now critical (ex-
ante regime)

Waste water

Collection, disposal and treatment

New |

Public administration

Central government and regions

New |

Space

Ground-based infrastructure, supporting space-based services

New |

Important entities under NIS2

Digital providers

Online marketplaces, online search engines, social networks

Postal and courier services

New |

Waste management

New |

Chemicals

Manufacturing, production, distribution

New |

Manufacturing

Medical devices, computer, electronic, optical products, electrical
equipment, machinery, motor vehicles, other transport equipment

New |




NIS2 DIRECTIVE — SUPERVISION

" Essential Entities Important Entities
5
-E Obligated to report significant cybersecurity incidents to Obligated to report significant cybersecurity incidents to
g E national authorities. national authorities.
T m
E o
E g Regular audits and compliance checks ex ante and ex post Compliance checks and audits are conducted ex post only
w -
L]
T Required to implement robust risk management measures Required to implement appropriate risk management measures
'g and ensure high levels of cybersecurity resilience. and ensure cybersecurity resilience.
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NIS2 SECURITY MEASURES

Governance areas

1. Top management commitment &
accountability

« ENISA has developed a security framework 2. Network & information security
policy
+ Developed with the Member States in the NIS Cooperation Group Risk management policy

*  Consulting with several sectorial groups (for instance telecoms) Asset management

+  Used by the Commission for the implementing acts Human resources security

o o & W

Basic cyber hygiene practices &
Security training

« Mapping to industry standards 7. Supply chain security

. 8. Access control
. NIST CSF Framework, ISO 27001/2, ETSI EN 319 401, IEC 62443 family

Security in network and information

Objective systems acquisition, development
13 thematic areas 50 Objectives Set & maintenance
Objective 1 a. Ensurethat... 10. Cryptograph
Thematic area x1 Objective 2 Have a procedure Yp graphy .
Set a policy... 11. Incident handling
- — 12. Business continuity & crisis
Improve l e management
Thematic area x14
Objective 49 Guidance 13. Environmental and physical
Objective 50 security

', Review

Review conditions

*
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INCIDENT REPORTING (ART. 23)

2 elements that are both to be
considered when it comes to
defining incidents:

= Event compromising:
= Availability
= Authenticity
= |ntegrity
= Confidentiality

= Event having impact on:
= Stored, transmitted or processed data
= Services offered by, or accessible via, network and information systems
= An eventis defined as an incident when it covers any combination
of the elements above.

11 | J enisa
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INCIDENT REPORTING

Notification of significant incidents

72h
24h Update the information
Early warning Initial assessment
To CSIRT or
Competent

Authority

1 month
Final
report

4
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3 reasons to assess you company ‘s cybersecurity maturity

ﬁ ey o , Events

Personalised plan

¥
~
This tool helps Small and Medium- S48
sized business enhance@ their
\ cybersecurity maturity level and
» provide them with an adaptive
8 progressive plan to handle
j cybersecurity fisks:

Top security

& H

3 key areas to assess for your business
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CYBERSECURITY
FOR SMES

Challenges and Hecommendabans

JUNE 2021 Reports
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E‘%gﬁts e r EU scenario and the Italian

perspective PUZZLE [T
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ENISAACTIONS

. Videos https://tinyurl.com/2j7rmaj4 Campaigns
Dedicated web tool

¥ A
* * J enisa
* = - Coghah iun) =
" en’sa - T0HCE - SUBINTION T N~ FeEn TS WUY - R m -'VF- nTeT SME
‘v Does this In the shoes of an SME Director
game ring =
a bell? r
) CYBERSECURITY OB =R A
3 REOUREMENTS secoRTy o382
® i
WHY SMALL | CARE
CYBERSECURITY OFFERING s, ]

SecureSME

How to secure your employees and
business from cyberattacks.

Ransomware j i By, mwchimoscr
campaigns 1M 5
targeting SMEs

FEAR THE
—_—————— MODERATOR: PARTICIPANTS: MGRATION
Cybersacurity doesn't necessarily hawe to be costly 52
for SMEs ta implement and mamtain. There are
severg messures that can be implemented. withaut -
the campany hawving ta invest a large amaunt ¢
Anna Sarrl Marijn Schuurblers Brian Honan
Cybersecurity Officer, 1 Head of Operations in CEO of BH Consulting ur ice! A
EU Agency for Europol's Cybercrime he first 1 D ensam

Cybersecurity (ENISA) (UGS rish Con mergency
? Response Team (CERT)

Link to the podcast: e
14 | Cybersecurity for SMEs https://www.youtube.com/watch?v=eSuBRO_rawU J enisa


https://www.enisa.europa.eu/securesme#/

HEALTHCARE SECTOR CAMPAIGN

Cyber-hygiene: a set of simple routines to minimise the risk of cyberthreats and information leaks.

Cyber Health Week 2022

welcome to the official page of the Cybersecurity He

thcare Week 2022

Don‘t take
the bite!

PROTECT YOUR HEALTH DATA BROWSE SAFELY

At work, browse only secured websites

6 aars 1 2 JU N E IS To prevent information leaks
Immunise urself from and unauthorised access to (https) related to your duties and never
your devices you must never download unauthorized software.

phishing infections!
leave sensitive information
unattended. The moment you
are not on your workstation,
devices, must be locked, and
papers must be safely stored.
Also, back up your data
regularly,

Cybersecurity Healthcare Week 2022

THE THREAT

SOME PHISHING FACTS
Join us for CyberHealthWeek
#BoostYourCyberVitals

OVERALL OVERVIEW

v
Py TRIPLED wisce (e
¥71 ALL TINEE MIGH
Tor 90% of data &
KEEP YOUR SYSTEMS UP TO DATE KEEP YOUR DEVICES SECURED

WEALTHCARE SECTOR OVERVIEW
v

Fondrnsar y - a To keep yourself fully Choose strong passwords, keep
Ensure the continuity of clinical se - Infarmation availability: :;:'(ﬁ(oi‘l‘:vn“;ﬁ;:u:"d‘:w':‘(iw:;: ’:?x‘zstg:;’:ﬂm::‘:&;ﬂ::d
Implement all available {, i\ use a password manager, Use an
updates as soon as possible. { l‘ N M extra step when you log-in, such as
\‘'AY)  code sent to your phone or a
- v fingerprint scan (two-factor
authentication).

CONNECT SAFELY OVER
PUBLIC WI-FI

Avoid connecting to public Wi-Fi
networks, If you have no choice,
verify the network, keep your
antivirus enabled, avoid entering
credentlals or performing financial
transactions and ask the IT
personnel for Access though VPN,

#BaostYourCyberyitals

#BoostYourCyberVitals

151  Cyber Health Week — ENISA (europa.eu) | x



https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-campaigns/boostyourcybervitals

ENERGY CAMPAIGN TO TRANSMISSION SYSTEM
OPERATORS

Be the cybersecurity transmitter!
Stay safe from ransomware

Focus your energy,
prepare for ransomware!

Become & human circult breaker

RANSOM.. WHAT?
Your company could be under attack A third party is under attack

£ victim of ) stk our o couid be afh an ateack againet
thir

1. Train your workforce
and make them aware of intrusion attempts

inorabiities in Its

une Irect r on the services they
provide to you. O s e uzed o2 stepping stones i

WORKING N 0
| - > SAFELY TO RDDM FOR b O Ot A iours velaRieis W MM DRt
Electricity operators, N - | BRING g e

RANSOMWARE o e
it is your time! R - » ¥ YyOU ¥ —— S wancr

« Inchude ol ceiigat
In contracts, .5

¢ o © Resrrict administyative peivi: cor > PLOP
" L . orform 0
We need you to help us power up cybersecurity : 7 o & et e Monier srvice perormance routine
knowledge in your sector! N N A N

Together let’s lead all your employees into the light!
Give them the tools they need to deal with the top Savel ! In case of suspicion always REPORT to the corresponding IT Department!
cyberthreat.,, Ransomware! X o If you suffer a ransomware attack...
..and find ways to establish cyber-secure relations with g ) i o *Quarentios afiecy
third parties protecting the entire supply chain! 5 : ; 3

ock down access Lo backup systoms un
thes

andio pware
. . B : + Visit the No More R Project. i 1 can decrypt varken
Become a cybersecurity conductor and transmit the - A e ot oty oSty
message, be the light of our cybersecurity community! % / 3 J -

+ Do not pay the ransom and do not negotiate with thy

#PowerYou rCyber b ! s < #PowerYourCyber



https://www.enisa.europa.eu/topics/cybersecurity-education/awareness-campaigns/cyber-energy-week

CYBERSECURITY
MATURITY ASSESSMENT

Cybersecurity Maturity Assessment for Small and Medium Enterprises

Cybersecurity Maturity Assessment for Small and Medium Enterprises

3 reasons to assess you company s cyber security maturity

ﬁ Cybersecurlty evaluation

This tool helps Small and Medium- \S/
sized business enhance their ‘
cybersecurity maturity level and 4

provide them with an adaptive '
progressive plandeshandle 4 | T

cybersecurity risks.

Personalized plan

Start the assessment >>

3 key areas to assess for your business

282 o

People Technology Processes

17 | Cybersecurity for SMEs




CMA - MODULES

An official website of the European Union How do you know? v

* x

* *
glish (en)
, enisa m
x . TOPICS ~ PUBLICATIONS TOOLS NEWS EVENTS ABOUT ~ WORK WITH ENISA  ~ CONTACT
x *

Cybersecurity Maturity Assessment for Small and Medium Enterprises

Cybersecurity Maturity Assessment for Small and Medium Enterprises

Self-Assessment Modules

! Maturity Level E

Business Profile Maturity Level Improvement action Benchmark
plan

B> Logout

[ @ il e
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CMA -ACTION PLAN

L ] -
am Business Profile

19 | Cybersecurity for SMEs

Business Profile

With this profiling questionnaire, information is collected to be able to provide adapted recommendations

Paie 1/7 (149%)

1. In which size category would you place your company?

Micro SMEs : businesses with headcount less than 10 people and annual revenue less or equal to 2m €.

Small SMEs : businesses with headcount headcount less than 50 people and annual revenue less or equal
to 10m €.

Medium-sized SMEs : businesses with headcount less than 250 staff members and annual revenue less or
equal to 50m €.

Next

Y enisam

Ity MaTity Assessimess f

Cybersecurity Maturity Assessment for Small and Medium Enterprises

Level:

Task
i

Soman

e meall 300 Medium Enerprises

The questionnaires have been completad for this level of maturity.

Move Lo nest leve

Owscriptian of the task

B Remediation Plan and follow up

Status Commant

Processes

Techrology

Bracessux

Techrology

Processes

Srocesses

Processes

Processes

Approve. log and parform mmate malntenance In 3 manrar (o
prevent unauthorized access

Protect your removable media and resirict 15 use according 1o
policy

Incerpuorate the principte of least functionalty by configurng
systems to provide oaly essential copabties

Implement mechanisms (e g., fadsafe. losd bakncing. hot swap
t0 achieve ressience reguirements in normal and adverse
wtustions

Determine Impact of events via an estabiished process

Define and estabilsh Incldent shert thresnolds

Make the Impact of the incident well understoad within your

organisation

Categorise Incldents consietent with your respanse pians

Assigned tn
ance

Beiarity
igh

Stanus

Asvigned to

8on

Briarity
High

Status

Axvigned 1o
Bon

Beiority
High

State

Assigned to
2on

Briarity
igh

Stana

Asvigned to
Ance

Briarity
High

Status

Asvigned to
Arce

Seiarity
High

Status

Asvigned to

Charies

High
Status
on-goin

Astigned to

ance




CMA - BENCHMARK

An official website of the European Union How do you know? v

* &
x *
glish (en)
. enisa m
* « TOPICS ~ PUBLICATIONS TOOLS NEWS EVENTS ABOUT ~ WORK WITH ENISA  ~ CONTACT

Cybersecurity Maturity Assessment for Small and Medium Enterprises

Cybersecurity Maturity Assessment for Small and Medium Enterprises

g Compare your business maturity level
with similar companies within Europe

. L. R

Improvement
action plan |
V- \ &
\
e Benchmark \

i | ¢
X
\372
= m Expert © m Expert @ - Expert
s
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THE WAY FORWARD

» Measure the maturity of SMEs and analyze further
challenges they face

» NIS2 awareness campaigns

¥
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* Network & information

Systems Directive

e
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Rl i Sectors and entities under NIS2

The NIS 2 directive identifies ctors that are considered the functioning of the economy and
solety. These sectors are classifled into two main categories: High Criticality Sectors and Other Critical Sectors.

Sectors and entities under NIS2

The NIS 2 directive identifies several sectors that are considered essential for the functioning of the economy and
sotiety. These sactors are dassified into two main categories: High Criticality Sectors and Other Critical Sectors.

Entities from the High Criticality Sectors Entities from Other Critical Sectors

- having elther >250 employees or entities from High Criticality Sectors
Py . - and turover >EMSO having 50 < employees < 250
High Criticality Sectors sr>OW3 ol sats 200 010 < rmover < S0
Essential Entities Important Entities
‘ Obligated 1o report significant cybersecurity Incidents 1o Obligeted to report significant cybersecurity incidents to
3 "‘ national authorities. natianal authorites.
Other Critical Sectors . Regular audits and compliance checks ex ante and ex post Compliance checks and awdits arc conducted ex post only
- Reguired 10 implement robust risk management measures Required to implement appropriate risk management measures
= = 8 -~ S - . ‘ and ensure high levels of cybersecurity resiience and ensure cybersecurity resilience.

* %
*

P
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THE WAY FORWARD

> AR-In-a-Box for SMESs!
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NEAL

SMEs Edition

CYBER CRISIS

COMMUNICATION CYBER AWARENESS GAME

MiniBiz Hacked

TECHNOLOGICAL INNOVATIONS OF THE FUTURE

27 | 11 | 2024

BE PREPARED REDUCE THE IMPACT
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THANK YOU FOR YOUR
ATTENTION

Agamemnonos 14, Chalandri 15231
Attiki, Greece

d

N info@enisa.europa.eu

gy www.enisa.europa.eu



