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User Awareness

• Acceptable use of 

assets

• Intellectual 

Property of data & 

assets

• Cybersecurity 

threats

• Home office 

security

“Home Office”

Endpoint Security

• Corporate 

endpoint security 

controls

• User access 

monitoring

• BYOD

• Mobile Device 

Management

VPN Experience & 

Security

• Capacity 

management and 

performance

• Service integrity 

and availability

• Confidentiality of 

transmitted data

• User 

authentication

Stressed-out Third 

Parties

• VPN provider 

failure (e.g. 

DDoS attack)

• Communications 

provider failure

• Cloud provider 

performance and 

availability

Incoming Traffic 

Security

• Threat 

awareness and 

monitoring

• User access 

management

• Monitoring user 

activity

• Incident 

responsiveness

• Security 

hardening

IT Internal 

Infrastructure

• Network 

segmentation

• Patch & 

Vulnerability 

management

• IT change freeze 

period

• DRP remote 

access

Outgoing 

Information

• Data leakage

• Security in transit

• Continuous 

monitoring

• Email security

• access

Corporate Network

Internet

Corporate Network
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